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Add a secure mobile messaging service to your e-mail environment

SysManSMS Server
with

Microsoft Exchange and Outlook

Covers how to:
Setup your environment
Test your SysManSMS Server
Forward MAIL to any mobile using SMS
Reply back with SMS to MAIL functionality
Create an SMS notification rule from Subject text
Use SysManSMS Server as Exchange 2003 as AUTD notify

The High quality MAIL-SMS-MAIL solution:

Highly Secure internet-free solution using direct GSM connection
Easy integration with Exchange and mail; two-way capabilities
Send messages from mail client’s — receive replies in INBOX
Support for sms delivery report — receive delivery status mail

Text Filters limit, convert or priorities sending of messages
Dual-server support with auto failover and re-send
Number Files to define mobiles and schedules
Remotely control Services and Programs
Monitor Exchange — alert if stops
Watchdog to monitor Server

SysMan AS - Trondheim - Norway
For more information, please visit www.sysman.no



SysMan

SYSTEM MANAGEMENT

Abels gate 5 - 7030 Trondheim - Norway

TechNote

Inside SysManSMS Server - define SMTP and mail settings

SysManSMS Server has a SMTP Server (Windows Service) that can receive mails from “any” client.
As soon as the smtp server is enabled, it will forward any e-mail request to the SysManSMS Server.
SysManSMS Server will then forward the text to the given destination mobile number(s) as SMS’s.
Received SMS messages can be sent back to a mail address by invoking the send mail utility SM.

MAIL (SMTP) Properties

SMS to MaIL [Dutgoing)

X)

Outgoing SMTP SRY |MyNetw0rksD utgoingSk TPserver. com

To change SMTP (Mail) settings,

FROM Domain |MyServersDomainName.com

open SysManSMS desktop menu and

Default TO Addr |S upport@kyDiomain. com

select Server Settings and then
Configure Settings

MAIL to SMS [Incoming)

Operation
Port: |25 SM5 Length: |306
Add Subject Text W
Include From address W

Allows bwo SMS per bMail [

Security

g\h‘ WAL SHEman. o

M ail Footer Text |This iz my companies SMS5 to Mall Service

Enable MAIL ta SMS Gateway [SMTP Server] v

Walidate From address [
‘alidate Sender Server [
Validate D estination Number [

Save maikto-sms Address Path v

Cancel | oK |

Alternatively run SETUP from CD

SMS to MAIL settings will configure
how the Send Mail (SM.EXE utility)
will forward incoming sms’s to e-mails

MAIL to SMS settings will configure
How the secure SMTP server will
receive and handle incoming mails to
be forwarded as SMS to mobiles.

Outgoing SMTP SRV
FROM Domain
Default TO Addr

Mail Footer Text

Enable MAIL to SMS Gateway Gateway
Port Number

SMS Length

Add Subject Text

Include From address

Allow two SMS per Mail

Validate From address
Validate Sender Server
Validate Destination Number

Save mail-to-sms Address Path

This address is your networks smtp address. To be used by SM.EXE
Specify your sms server's domain name. (Sms.mycompany.com)

If SM utility can’t resolve any mail address, you can setup at default
mail address to receive such messages.

This is the text banner to be displayed at end of mail messages.

This will tell SysManSMS Server to start the SMTP Service
This is the smtp listening port. Default is 25

This will specify the maximum length of one mail-sms message
Subject text from the mail will start the SMS text

The mail sender’s address will be added to end of SMS text

If text greater than maximum, this will allow split into 2 SMS’s

If text file SMTPFrom.sec exist in SMTP folder, the senders address
must be listed in the file. If not, this is a security stop.

If text file SMTPsender . sec exist in SMTP folder, the sender’s

mail server must be listed in the file. If not, this is a security stop.

If text file SMTPdestination.sec exist in SMTP folder, the
destination mobile number must be listed in the file.

When enabled, the smtp server will store the sender’s mail path

in a register file for the REST OF CURRENT DATE.

This information can then within the same date be used by the

SM (Send Mail) utility to resolve a return mail address.
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Checkout the SysManSMS Server functionality

Before you continue with your mail setup, it's a good idea to check the send SMS capability of your
SysManSMS installation. To do this we will use the desktop client WINclient.

Activate WINclient from SysManSMS Desktop Menu or by double-click on the file
SysManSMS_WINclient.exe in WINclient folder

# WiNclient
File Tools Help
SS Wwihen
Jend to: 12345678 v | (&) How
Message: Thiz is my first 545 from desktop] Oa |2?'DZ'ZDDS hs | |D8:30 |
Repeat sending
| Mo repeat A |
Optionz
[]5end az Flash meszage
33/612 Request delivery status
Send SMS l [ Clear meszage []5end az wakeup cal
Ready Server OF, ¢ Mezzage folder 0K

& SMS Delivery Results

Receiver Status
! SM5 delivered

Stop

WINCclient is also capable of sending messages to mobiles listed in a Number File.
To get access to the Number Files, use the right arrow in the “Send to:” field.
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Forward MAIL to SMS

After you have enabled the SMTP Server and defined your settings (see above), you are now ready to
send e-mails to be forwarded to mobiles as secure SMS messages.

You can send mails from many of the common mail client programs. The destination address may be
a single mobile number, a SysManSMS Number File (located in the Iclient folder) or a mailing list from
your mail client (Outlook or other). The basic format is mobilenumber@sms.mycompany.com.

The SMTP server will receive the mails and decode the content. It will then send the SMS text
message via the SysManSMS Server to the destination number(s) specified.
Multiple mail copies to Numbers and/or Number Files are supported.

IMPORTANT: To address the SMTP Server, you may need to create a DNS subnet (sub domain) for
the SMTP server’'s machine. Also if your network has a mail gateway (Microsoft Exchange or other)
you may need to direct mails not to go out to the Internet, but instead be delivered locally.

E¥ This is my first mail to mobile - Message (HTML)
! Fle Edt WView Insert Format Tools  Actions  Help

Eéjﬁend!i.ﬁ.rial .0 -|A|B I U|E= EEEEE‘EEi?E

[ To... ] | 12345673 @sms. My Company. Com |

[ CC. e ] |numl:uerﬁle@sms.mvcnmpanv.mm |
Subject: |This is my first mail to mobile |

This is my body text
It will all end up at my mobile screen

The following mail send formats and modifications are valid:

- MobileNumber@smtpserver Will send to the specified mobile number

The number can be any number, including international prefixed numbers (“+" in front)
- MobileNumber.F@smtpserver  Will send to the specified mobile number using SMS Flash message type
- MobileNumber.C@smtpserver  Will send to the specified mobile number, and a delivery Confirmation MAIL is returned
- MobileNumber.S@smtpserver  Will send SUBJECT text only. Apply to both Numbers or Number Files
- MobileNumber.D@smtpserver  Will DIAL the specified number (WakeupCall)
- MobileNumber.R@smtpserver  Will write senders reply path information to SM.EXE lookup Database file

- NumberFile@smtpserver Will send to all numbers in the NumberFile.Ist located in the SysManSMS Iclient folder
- Step_File@smtpserver Will send with delay between messages to all numbers in step_file.Ist in Iclient folder
- sms@smtpserver Will take the mobile number from the mail’s Subject field

Note:

The F,C,S and D flags is not needed if you send to Number Files, as this specification will be
done for each individual number, inside the Number File itself.
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Forward SMS to Mail

SysManSMS Server support received SMS messages to be forwarded to a mail address in 3 ways.
The send mail program is called SMStoMAIL.EXE and can be found in the Programs folder.

For easier usage, a copy of SMStoMAIL.exe exists, and is called SM.EXE

You can now have the Send Mail (Example SM.EXE) program started by sending a SMS like this:

SM mymailaccount@mycompany.com This is the text from my mobile

Another more powerful function is to return a SMS to a mail user and let the SysManSMS Server try to
resolve the return address automatically.

For the SysManSMS Server to be able resolve a mail address, you must enable the “Save Mail-to-
SMS Address Path” function in the SMTP (Mail) setup of the server. (See above)

SM This is the text from my mobile

If you then in addition make SM.EXE in the Programs Folder of the Server to be your default program
(copy SMStoMAIL.EXE to DEFAULT.EXE) you will just have to return a SMS to the mail account:

This is the text from my mobile

At your mail client’'s INBOX you should very soon see your mobile message as a “New Mail”

B SMS to MAIL message from 12345678 - Message (Plain Text) M=1E3
! Fle Edt WView Insert Format Tools  Actions  Help

: (aReply | (=4Reply to All | (3 Forward | 5§~ | ¥ |5 23 X | @ - @ - A*I%I@!_

From: 12345678 @sms. mycomany . com Sent: on 13.06.2007 14:26
Tao: Mogens Johannessen
Ce:

Subject: SMS to MAIL message from 12345678

I’E'ﬂis iz the text from my mobile A

If you now like to reply back to the mobile, just use the normal reply button and send the text !
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Controlling SECURITY for the MAIL-to-SMS functions

The SysMan SMTP Server has 3 mechanisms that can be used to control the access and usage.
You turn this on/off via the SMTP Setup screen in SysManSMS Server Configuration utility.
Note: If changed, re-start the server.

MAIL (SMTP) Properties X

SMS to MAIL [Outgoing)

Outgoing SMTP SRV |MyNetworksDutgoingSMTPserver. com

FROM Domain |My8 erversDomaint ame. com

Default TO Addr |Supp0rt@MyD arnain. com

ail Footer Text |This is my companies SM5 to Mall Service

MaAIL ta SMS [Incoming)

Eneble MAIL to SHS Gateway (SMTP Serveq] 7 Will check against listed mail addresses in the file
Dperian Sy SMTPfrom.sec in SMTP folder
Fart: ,T 5SS Length: ’ﬁ Walidate From address [ X
idd Subject Text ¥ Validate Sender Sever [ | | g4—— Will check against listed computer names or IP
Include From address W Yalidate D estination Mumber [~ addresses in the file SMTPsender .sec in SMTP folder
Allows bwo SMS per Mail [ Save mail-to-sms Address Path [v \

Will check against listed mobile numbers in the file
SMTPdestination.sec in SMTP folder

S WWIWLEYSTEN hO Cancel | Ok, |

Example of security files:
SMTPfrom.sec:

! This is the FROM address security file
me@mycomputer .com
sales@marketing.mycompany.com

per . larson@marketing.mycompany.com

SMTPsender .sec:

I This is the SENDER name/address security file
mycomputer .com

workstation.mycompany.com

192.168.0.123

SMTPdestination.sec:

! This is the DESTINATION mobile numbers security Ffile
12345678

+4712345678

+449876543210

NOTE: All 3 files can be edited with a standard plain text editor (Notepad)
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Setup Outlook to notify your mobile if specific mail arrives

You can very easy setup your Outlook e-mail client (or your Exchange Server) to send you an alert as
SMS message, if a specific mail with a specific subject text should arrive in your INBOX.

To setup such a task, use the Rule and Alert Wizard from your Outlook’s Tools menu:

Rules Wizard

Finish rule setup.

Step 1: Spedfy a name for this rule
|If Subject contain word IMPORTANT

Step 2: Setup rule options

[]Run this rule now on messages already in "Sendte elementer”

Turn on this rule

Step 3: Review rule description (dick an underlined value to edit)

Apply this rule after the message arrives
with Important in the subject
forward it to}123456 78@sms. mycompany. com;

Cancel ][ < Back

More advanced rules

The above rule is a simple example on how such a task can be set up. With the SysManSMS Server
installed on your PC/Server, you can make more advanced rules to start a program instead of just
forwarding the current mail. If you start ..\SysManSMS\Iclient\SysManSMS_Iclient.exe you
may configure Iclient's parameters to select the text you like, and use the Number File you like.

Another way would be to create a rule to start a script. Such a script could just write a file to the
SysManSMS Server’s INPUT folder, and it will then automatically be sent to people listed in the
Number File with the same name as the text file, or to your default Iclient Number File.

For more details and ideas on how to send SMS’s — see the SysManSMS User Guide.
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Exchange Server Character set and Encoding setting
Exchange Server can be setup to send e-mails using different text formats and character sets.

SysManSMS Server's SMTP module will handle most standard settings and support both ‘Quoted-
Printable’ and ‘Base64’ encoding.

If you have problems reading your mobile SMS text, forwarded from Exchange Server’s, you may
check your default settings of Message Format in the Internet Message Formats properties of your
Exchange Server.

The following picture shows default Western European settings for Exchange Server 2003:

Default Properties HE |

General Meszzage Format |.-’-'u:|vanu:eu:|| Detailsl

— Message encoding
&+ MIME
" Provide message body as plain text
™ Provide meszage body as HTML
{* Both
i~ UUEncode

™| Uze BinHex for M acintosh

— Character sets

MIFE: w/estern European [|50-8853-1]

Non-MIME: Western European [150-3853-1) j

(] I Cancel Spply Help

Exchange Server Manager Properties
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