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Add freedom to your OpenView installation — forward alerts to mobiles

SysManSMS Server
with

Hewlett-Packard OpenView

High quality mobile solution:

Secure internetfree solution using direct GSM connection
Easy integration with OpenView - Two-way capabilities
Send messages from clients, files, mails or sdk on your LAN
Text Filters to limit, convert or priorities sending of messages
Full message delivery control with auto re-route if problems
Dual-server support with auto failover and re-send
Number Files to define mobiles and schedules
Remote control Services and Programs
Monitor OpenView — alert if stops
Watchdog monitor Server
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Check out the SysManSMS functionality

Before you continue with your setup, it's a good idea to check the send SMS capability of your
SysManSMS installation. To do this we will use the desktop client WINclient.

Activate WINclient from SysManSMS Desktop Menu or by double-click on the file

SysManSMS_WINclient.exe in WINclient folder

# WiNclient
File Tools Help
ShS “when
Send to: 12345678 v () Now
Meszage: Thiz iz my first SM5 from desktop] Oa |D1'D3'2DDE b | |DS:53 |
Repeat zending
| Mo repeat w |
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334160
[] 5end as Flash message
Send SM5 ] [ Clear meszage Request deliverny status
Ready Server O, / Mezzage folder 0K

& SMS Delivery Results

Status
SMS deliversd

Receiver

WINclient is also capable of sending messages to mobiles inside a Number File. To get access to the

Number Files, use the right arrow in the “Send to:” field.
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Create a SysManSMS Number File

Start the SysManSMS_NunEdit from Deskt op Menu or direct from Utilities folder

SystanSyMs NumEdit {C:\Program Files\SystanSMSilclientiSysiManSMs _ Iclient. st) [ZHE|E|

File Line Help
Murnber lines:
Murnber M arne Al mumber 1 ] Al purmber 2| Time settings Statuz
Mew Edit Delete Enable/Dizable

This is the main window of the SysManSMS_NumEdit — Hit the New button

Create an entry for your mobile
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This is the EDIT window for creating/editing a number line. Insert your name and mobile number — Hit OK

Save the file into the Iclients folder, with the name “Exhange Probl ens. | st”

Test your SysManSMS Number File

To test your Number File we will use the Iclient utility, as this is the client to be used later.
From your Windows Start menu open a DOS command window. (Start -> Run... -> cmd)
Then manually enter the following two commands to test sending:

> cd %ProgramFiles%\SysManSMS\iclient
> SysManSMS_Iclient “:Exchange Problems” “This is my test SMS”

After some seconds, all enabled mobiles in the Iclient Number File Exchange Probl ens. | st
should receive text “This is my test SMS”. See log file SysManSMS | cl i ent . | og for status.

Note: If you send from a remote (client) installation of SysManSMS, you can still use centralized Number Files located in the
Iclient Folder on the SysManSMS Server. This is specified by using two colons in front of Number File specification.
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Setup OpenView to forward alerts to mobiles

In the following example we will show you how you setup OpenView to forward alerts to mobile’s.

Create a new policy:

Action  Yiew

Policy group
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Click "New” to add a new rule for maximum limit:

S morgensTest [1.8] {Measurement Threshold) [_[O] x|
File Wiew Help -
He | Hews g |
Source  Threshald levels | Dp[inngl
Iﬁ b airnum hd Specily instance filters...
Seg. * |Descﬂ:tinn | MHew. I

[ mdify... |
Copy |

iowe up |
ove dawr |
tzg Defaults |

Level summary

[ o[ 4

HPOW-PEF 033: The policy has been saved successfully.

Describe and add values:

iNew threshold level "o of Total CPU time =

General I Start actions' Cantifue actions' End actions

Threshold level description® |°/o of Tatal CPU time > 10

~ P Threshald limit (Mazimum]

Sz ban SMS .. >=[greater than or equal ta]* I'Iﬂ

— Short-term peak:
I™ lanare single short-tem peaks aceuring within |U = h |U = m |3D =ls

E & Reset

¢ Reset value iz same value as threshold limit

= Specify a special reset value for the threshold level

Spz ban 5SS . < (less than]® I

kK I Cancel Help
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Klick "Message” to send a message to the server when limits are reached:

New threshold level "% of Total CPU time = 10"

General  Start actions | Continue actions | End actions

IF the threshald limit is met or croszed, then start the specified actions [message
and commandz] and stop checking other threshold levels.

I t| Start actions
Send

" Acknowledged Mg Browser ar

{* Active Msa. Browser and
Start

Automatic command... |

MHone

Operator-initiated command. .. |

Hane

ak. I Cancel Help

Properties for messages that goes from node to management server in OVOW:

| Outgoing Message
Message attibutes | Mezsage correlation I Instructions I Message stream interface and exteLI_’I
Service 1D j J
hasted an I j
| Meszage Key |<$MSG><$MSG_NDDE_NAME> j
I Message Type I j
Message Group I j
Application | j
Object | |
| = .
Severity % waming j
Message Text

u] 4 I Cancel Help
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Click “Automatic command...”
to add a command that starts when limits are crossed:

Threshold level "% of Total CPU time > 10"

General  Start actions | Continue actionsl End actionsl

If the threshold limit is met or crossed, then start the specified actions [meszage
and commandz] and stop checking other threshold levels,

= -'3{| Start actions

Send Mezzage... | to

 Acknowledged Mzg. Browser ar

% Active Mzg. Browser and
Start

| Automatic command... i

MNaone

Operator-initiated command... I

MNone
(u] 4 | Cancel | Help
Add automatic command:
T N - |
| LCommand I 995335359 "Total % CPU time > 10 on <$M5G_MODE_NAME:"  Browse |

Hode

— Meszzage relationzhip

[~ Append output of command as annatation to the message

[~ acknowledge the message when command is successful

' Send message immediately
= Wit until local command completes and then:
& Send the message
£ Send the message only if the [ocallcommand Fails

) Send the message only if the [ozall command is suceessiul

QK Cancel Help

<$0OPC_MGMTSV> is the management server, and where the SysManSMS Server are running

Automatic Command example using Iclient:

%ProgramFiles%\SysManSMS\Iclient\SysManSMS_Iclient.exe “Total %PU tine > 10 on <$M5G NCDE NAME>"

To select Number File other than default (SysManSMS_Iclient.Ist) add parameter “:MyNumberFile”
Note the colon in front. To select Server located Number Files, use two colons.
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SMS Alerts from NNM

To set up mobile alerts from NNM, the task is the same.

You connect an "Automatic Action" to an event in NNM and insert the command to call SysManSMS
Iclient as an action.

In NNM this is done from the menu: Options-Event Configuration:

Choose the wanted event and open this by marking it, then select Edit->Modify Event.
In the field “Command for Automatic Action” you put the call statement.

Note:
You may have a security issue to do an “Automatic Action”

While you are testing, it's easy to just disable this.
This is done by putting an empty file with the name ALLOW_ALL in the folder:

[ etc/ opt/ OVl share/ conf/trustedCnds. conf (Unix)

HP OpenVi ewA NNM conf /t rust edCnds. conf (Windows)

Testing the forward of an alert to mobiles

As soon as you got minimum one number in the number file to be used, force an alarm in OpenView.
After some seconds you should receive an SMS at the destination mobile.

If this is not happening, please check the SysManSMS_Iclient.log and the SysManSMS.log files.

Windows Security

OpenView and SysManSMS on different servers

The SysManSMS architecture is client/server based. If you like, OpenView and SysManSMS Server
can be placed on different PC’s. If you do this, make sure the Iclient on the OpenView server are able
to access the SysManSMS Server on the other machine. The security is standard file access security.

The Iclient utility support both client and server located Number Files. To select client located Number
File, indicate with one colon, to select server located Number File, use two colons.

Example: %ProgramFiles%\SysManSMS\IcliendSysManSMS_Iclient.exe “This is a test” “::MyServerFile”

NOTE:
SysManSMS Server support SysManSMS Watchdog option. This option will make sure that you will
receive an SMS even if your complete PC goes down! If you place SysManSMS Server and
OpenView on different machines, you will not take full advantage of the Watchdog option.
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Monitor OpenView Services

If your message source should fail you would normally not be notified. SysManSMS Server has a built-
in capability to monitor a limited amount of important Windows services. In addition you can use the
supplied mobile programs SSTART and SSTOP to start/stop the same services - from a mobile!

Configuring of Service Monitoring can be done at installation time (Setup), by selecting “Server

Settings -> Configure Settings” from SysManSMS desktop menu, or by manually edit of the file
Servi ceMoni tor. i ni inthe GSMserver folder.

Create a Service Entry in the ServiceMonitor.ini file

Service Monitor Properties g|
Service Hame Short Hame
|DvSecurit_l,lServer |D\-"SEC
Service List | R
, Add The Service Name is not the
Service name | Short name: | K
Reparter OVEEE same as the Display Nam_e.
Make sure to use the Service
. Namein the
SM ServiceMonitor.ini file

If the file Ser vi ceMbni t or. i ni exist in the GSMserver folder, the SysManSMS Server will read this
file at startup, and get the list of up to 6 Windows Service Names to monitor.

If the state of a service is changed, the SysManSMS Server will create a message file called
reporter.txt inthe servers INPUT folder, containing information on the event.

By default this message will be sent to all numbers in the SysManSMS | cl i ent . | st file.
To change this, you simply create a specific Number File called Ser vi ceNane. | st in the Iclient folder.

Start a Windows Service from your mobile

Using the Short Name created in your Ser vi ceMbni t or . i ni file as reference, you can send a start
command to the service by use of an SMS message. NOTE: Requires ENTERPRISE license.

The format of the SMS should be: SSTART shortname. Example: SSTART OVREP

The program sstart.exe is located in the servers Programs folder. You can rename it to what you like.

Stop a Windows Service from your mobile

Using the Short Name created in your Ser vi ceMbni t or . i ni file as reference, you can send a stop
command to the service by use of an SMS message. NOTE: Requires ENTERPRISE license.

The format of the SMS should be: SSTOP shortname. Example: SSTOP OVREP

The program sstop.exe is located in the servers Programs folder. You can rename it to what you like.
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