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Add mobile freedom to your Xenta controller — Configuration and setup

SysManSMS Server
with

TAC Xenta-731
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High quality mobile notification solution:

Secure internet-free delivery with direct GSM network connection
Easy integration via SysManSMS Server secure mail functions
User management via powerful Number Files and schedules
Text Filters to limit, convert or priorities sending of messages
Full message delivery control with auto re-route if problems
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Xenta mobile notification overview

Alarm notification from Xenta-731 and other, can be setup to forward alerts to a mail address.
If the receiving SMTP mail service is a SysManSMS Server, you will be able to forward those alarm to
texts mobile phones, using the secure GSM/SMS protocol.

The SysManSMS Server can be located either on the same LAN as the Xenta, or on the Internet.

The Xenta sends alert mails to SysManSMS Server using Number File (Receiver Groups) as address.
By use of group addressing, you may send different alert types to different user groups, and you may
also serve many Xenta’'s with only one SysManSMS Server.

Security settings on the SysManSMS Server can make sure only selected Xenta’s has access.

The SysManSMS Server’'s SMTP service, has support for a lot of advanced functions like User Group
Management and deliver schedule schemes - Check for delivery status and re-route if deliver
problems — Different message types like the instant “Flash” SMS’s or WakeupCalls.

You may also create a software alarm object in the Xenta to periodical send mail to a SysManSMS
Server. This mail can reset a Wathdog alarm, and if a mail is missing (Xenta dead) the SysManSMS
Server may send SMS alerts. For more information about such advanced usage — please contact

SysMan via www.sysman.no

Configuration components

To configure the Xenta to send its alarms to mobiles, you will need the following components
connected via the network:

e Configuration PC with TAC Xbuilder
TAC Xenta-731 controller
e SysManSMS Server configured with SMTP Service enabled
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SysManSMS Server PC
with SMTP Service
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Configure SysManSMS Server

On the SysManSMS Server you will need to perform two tasks.
First of all, you must create a Number File to hold mobile numbers for your SMS alert receivers.

Next you must enable the SysManSMS SMTP Service, so that mails from Xenta can be received and
converted to mobile SMS messages.

Create a SysManSMS Number File

Create one or more SysManSMS Number Files to hold groups of users to receive Xenta alarms.
Your Number File will match Receiver Group names from Xenta

Start the SysManSMS_NumEdit from Desktop Menu or direct from Utilities folder

SysManSMS HumEdit (C:¥Program Files\SysManSMStlclient\SysiManSMs_Iclient. Ist) |Z||E|fz|

File Line Help
Nurnber lines:
MHumber | W ame | Al rumber 1 | Alk. number 2 | Time setings | Status
Wew Edit Delete Enable/Dizable

This is the main window of the SysManSMS_NumEdit — Hit the New button

Create an entry for each mobile

Add New Item El

Mame: Time settings;

ENABLE ¥
|JanJUhansEn @:M

¥ SKIP send on selected times

™ SEND only on selected times
MHumbers:

Send as

Flash Wakeup I Monday ,j = ’j
Primary Mumber SMS  Call ] Tty ’—_| o ’—_|
12345678 - r ™ Wednesday ,__| - ’__|
Alternative 1 [ Thuisday ’j —y ’j
[(1zz338 ¥ I Friday [=] — [z
Altemative 2 M Saudsy  |00-] - [23+] e
| -

[
)
4

r— - r W Einda

Cancel

This is the EDIT window for creating/editing a number line. Insert a name and mobile number — Hit OK

Save the file into the Iclients folder, with the name XentaAlarms. Ist
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Enable SysManSMTP Service

By default the SysManSMS Server does not have the SMTP Service enabled.
To enable the service, use the Server Settings and Configure Settings status bar menu entry.
From the main configuration window, select MAIL (SMTP) settings.

MAIL (SMTP) Properties X

[v Enable MAIL to SMS Gateway [SMTF Server)

Operation Security
- |25 ;306
Ire S i Yalidate From address |
Add Subject Text v Walidate Sender Server [
Include From address [ Yalidate Destination Mumber [
Allows bwo SMS per Mail [ Save mail-to-sms Address Path [

SMS to MAIL Settings [SM.EXE]

To change SMTP (Mail) settings,
open SysManSMS desktop menu
FROM Domain | and select “Server Settings” and
Default T Add | “Configure Settings”.
Alternatively run SETUP from CD

Outgoing SMTP SRY |y0ur_smtp_server

Mail Foater Text |

Advanced Operations
Server Remote G5M Device License:

Kewl Key2 | Keyd |
@:M WIA, SYSMAN. N0 0K | Cancel

Enable MAIL to SMS Gateway Gateway This will tell SysManSMS Server to start the SMTP Service

Port Number This is the smtp listening port. Default is 25

SMS Length This will specify the maximum length of one mail-sms message
Add Subject Text Subject text from the mail will start the SMS text

Include From address The mail sender’s address will be added to end of SMS text
Allow two SMS per Mail If text greater than maximum, this will allow split into 2 SMS’s

Now hit OK and from the main configuration window, hit CONTINUE to restart SysManSMS Server.

Test SysManSMTP Service

To check out MAIL to SMS functionality, you may send a mail from Microsoft Outlook Express:

W This is my test mail E|rﬁ|g|
© Fle Edit Vew Insert Format  Tools  Message Help ’,’
e »
g = AB
= do |j Z) S’ j lﬂ
Send Paste Undo Check  Spelling Attach

B To:  [sentaslarms@192,168,0.51
B3 Ce: |

Subect:  [This is my test mail

This text will be forwarded to mobiles in Mumber File Xentaslerts.|st o
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Configure Xenta-731 from TAC Xbuilder

® sysman_xenta_test.xbp510 - TAC XBuilder

I File ‘VistaDatabase Edt Wew Project Tools Window Help
DP2R AaDDXxtiBfle
System 2 X Hetwark 2 X | @ General "~
B (0 SysMan_LAE & * TP Backhone Name TAC Kenta 731
30 Menta = Description
83 flams Hardware version 2
Test Alarms B TCPAP Settings
Alarml IP Address/DMS Name 192168.0.13
£P R5232-485 A User name: oot
£ 1opIp Password
1) System Variablss HTTP Part o
I ShYTs HTTPS Port 443
) Variables Max. number of HTTP sessions 15 B
I Control Tasks “wieb Site Description Spstan xenta
& SMTP Settings
Ethemat
Hangup Delay (s) 20
Copy To
Blind Copy To
Reply To
B Primary SMTP
Primary SMTP Server 192168.0.101
Urit E-mail Address 192168013
Authentication No
Account Name
System | OF Lisers Network [ Menta Library| Fiter visw: Password A
Output 2 x
5 Mumber Description Time o
Reestarting the target system... {Change) 03.10,2008 11:22:37
@ Clasing connection 03.10,2006 11:22:37
@ XBuilder - 0 error(s), O warning(s) 03.10.2008 11:22:37  »
o4 » » M\ Stalus 4 Generate File Transfer /4 Find Resufts
Ready

Define your Xenta IP and SMTP settings

sysman_xenta_test.xbp510 - TAC XBuilder

File  ‘ista Database Edit Wew Project Tools ‘Window Help

2 A DDXTd BEMe

Sialel 1 X | B General
= 1) SysMan_LAE Marme Sysman
=30 Menta Description
[=1- 15 Sysman
[=)-/Z) Public Signals
|] Inputt
|] Input2
=) Alarms
a alarmi
B plarmz
&2 Alarms
= {_E] Test Alarms
@ Inputl
@ Inputz
= |5_1] Alarml
EP' Alarmi
EP Alarmz

System | OF Lsers

Cukpuk o x

S Mumber Descripkion Time

M 4 r M Status s Generate File Transter Find Results

Ready
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sysman_xenta_test.xbp510 - TAC XBuilder

i Ele \VistaDatabase Edit  Wiew Project Tools  Window  Help
; 5
NPH| DXt BN
System 3 X Network 2 X g General
= 1) SysMan_LAE =] .T,l‘a 1P Backbone Name Alarm1
=50 Menta =[5 TAC Henta_731 Description
=1 Sysman @& online Reference  Menta/Spsmandflarmedlamm]
=+ Public Signals ﬁ Lok
I mputt £2 INET
0 mputz P 5232485 A
=15 Alarms £ TCP-IP
A plarmi 1) System Vatiables
A alarm2 I SMYTs
8 alarms D variables
= l_é] Test Alarms [ Control Tasks
@ Inputl
@ Inputz
= l@ Alarml
EP Alarml
EP Alarm2
System | OF Lsers Network. | Menta Library| Filker iew
Qutput a
5| Mumber Description Time S
&) Restarting the target system... {Change) 03.10.2008 11:22:37
@ Closing connection 03,10,2008 11:22:37
&) wBuilder - 0 error(s), 0 warning(s) 03102008 11:22:37
M 4 » M O Status A4 Generate AFile Transfer A Find Results
Ready

Define the alarm receiver

sysman,_xenta_test.xbp510 - TAC XBuilder,

I Fils

) Conkrol Tasks

System | OF Lsers

Oukpuk

I Mame

 Network [ Merta Library| Filker Wiew

Vista Database Edit  Wiew Project  Tools  ‘Window  Help
DPR AODXT I EN e
System o X Metwork 1 X | 5 General
= I SysMan_LAE = -,F!' 1P Backbone Mane Alarms
=30 Menta =] Tac_tenta_731 Description
=) Sysman @& anline
= Public Signals £ Lo
=) Alarms P TNET
g P REZIZ4E5 A
BT Receiver Group Definition.. . P TCR-IP
x cut = E] System Yariables
- [ Alarms
4 qj Copy 51 Contral Tasks
Vg i (o]
) Performance
2 Delete = Time
[ ShYTs
R
HEELIS [0 variables

Path

M o4 b MY Status

Generste

Filz Transfer

Tvpe

Find Results

Opens a receiver groups definition dialog

Open the receiver group definition
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Receiver Group Definition r>_(|

Mame:
|Alalms | m

- Add.

Receiver

Add a reciever

3
Type:

Receiver:
|><entaﬁ.larms@1 92 168051 |

Enter Receiver,

The type can be either Email or SMS - The difference is only the text message

X

Receiver Group Definition

Mame:
|Alarms | m

Cancel
Receiver:

email #entadlamsE192.168.0.51 Add

{__E

Enter the email address that you have created in the SysMan Server

Make download and connect to Xenta from your browser
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Check out alert from Xenta-731

Now connect to the Xenta-731 using a browser

3 Login - Microsoft Internet Explorer

File  Edit Wew Favorites Tools Help :,
. s vy > T
@Back - &9 Iﬂ Ig -'_lj /_JSearch . Favortes @ - & = :’3
address |@ https: /{192, 168,0,13{wvw/index;/Slogin, html v| Go | Links *
N
/’_
f .
i tace
Xenta?al

SysMan ¥enta
Id=d8a556463f25132babad

Lsername: root |

Password: eens| |

All data are treated confidentially and are sent
Wia a secure S50 connection.

)

@ Done é 0 Inkernet

Login with Username and Password

) sysman_xenta_test - Microsoft Internet Explorer, :||E|

X
w

File=  Edit View Favortes Tools Help

@Back b J |ﬂ @ h /:__\J Search “31:( Favorites @ rj’:v :_\',_ :’3

Address |@ htbp: /192,168,013 fwnafindex findexTree. html V‘ Go  Links *
g D. y )
t'a'c. SysMan Xenta 5 t_)) @ \_] User: root
TAC ¥enta Horne  Help  Refresh  Logout
€ 11:3429
|5 SysMan_LAE TA C Vl Sta
|2 Configuration
- Utilities
TALC Henta 731
Copyright © 1934-2007 TAC 4B t 5
Al rights reserved. -a.c [ J
Click here to go without Java
&] ©TAC &8 2007  Internet

View our sample project
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Fle Edt Wiew Favorites Tooks  Help o
A ) A % B
eBaEk -9 \ﬂ @ ) ) search G pRaverites ) - 0 3
address \@ http: 192, 168.0. 13/wwwjindex indesxTree. htrl v‘ Go | Links
t-alc' SysMan Xenta 1:]' @ @ \_:] User: root
TAC Xenta Home Help Refresh Logout
€ 113134 -
Cr8MTP =
|
B (22 SysMan_LAB SMTP Settings

Interface:

(=12 Configuration Primary SMTP

Outgaing mail ssrver 1 (SMTFY:  [192.1658.0.101

Unit: e-mail address: [192.166.0.13

Authentication:

Account name:
22 Time Obijects
[ Trend Chijects Password:

[ Alarm Objects

[ Events Secondary SMTP (optional)
b %tis:r Ackminisration Outgaing mail server 2 (SMTF):  [0.0.0.0
Unit e-mail address: [
Authentication:
Arcount name: B
Password:
=
&) @TAC AB 2007 ® Internet

Check your network mail SMTP settings

st - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eﬁa(k - Q \ﬂ @ ;j f_\l Search ‘;:\?Favnntes (%) [_;v ;

3

Address |@°| hitbpi /192, 168,013 wewinde:index Tres.htm| vl Go | Links >
t-a.c' SysMan Xenta @ '_)) @ \_j User: root
TAC Xenta Home  Help  Refresh  Logout
€ 11:26:15 |
[destgroup]
12 ObjectID=5ystan_LAE. klarus
=3 SysMan_LAB Destination=email,XentahlarmsB192.168.0.51
Test Alarms | /destgranp]
-] Alarml
=} E" Configuration [module]
(- Time ModuleID=alarm.Alarn groupl
- @ Metwork, ModuleName=&larm groupl
123) Ports ModuleType=
(5 Servers ModuleScanTime=1000
) Time Objects DelayedStart=0
() Trend Objects [/module]
(25 Alarm Objects
] Alarms [alaru] [
ObjectID=alarm.Alarn groupl.SysMan LiB.Menta.Sysman.Alarms.Alarml
2 Everts E};] ectiNane=5ystan_LAB.Menta. Sysuan. Alarns. Alarnl
jectTypes=
| User Administration HighLowFuncticn=High

) Utilties Limir=0.00

Hysteresis=1.00
VarType=Digital
WarIn=menta.l.2

Varinit=-

DigitalOut=

Delayin=0

Delaylff=0

ScanTime=Alarm groupl,l
Elock=False
Stringhctive=Alarm 1 tripped
AtringPas=alarm 1 resetted

AckType=Nornal
1 | »

(€] @TAC B 2007 & Inkernet

Check your SMTP and MAIL notification settings from definitions window
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3 sysman, xenta_test - Microsoft Internet Explorer,

File Edit View Favorites Tools  Help

@Back - \_/l @ @ 4 ;j /':_) Search \t;::? Favorites @ [T:{v L:\; ‘3

Address @ http: {192, 168.0, 13 wewfindexfindex Tree . html V| Go Links **

t'ac' SysMan Xenta @ '_.)) @ l:]
TAC Xenta

Home  Help
L 121940 ‘SysMan_LAB Test Alarms

User: root
Refresh  Logout

Mame Value Unit
=[5 SysMan_LAE

i v
i Trigg alarm 0
-|@] alarml
=24 Configuration
[E';') Time
£1-[24) Metwork
-4 Parts
-[7%) Servers
-9 Time Objects
- Trend Objects
-4 Alarm Chijects
~|%) Everts
[ User Administration
- Utilities

2
B..

&] ®TAC AB 2007

& Internet I

Trig our sample alarm

<} sysman_xenta_test - Microsoft Internet Explorer

File Edit View Fawaorites Tools  Help

@Back 2 \_') @ @ _;j /’H_-j Search ‘fi‘{‘ Favorites @ [:,’:-g' :‘\3" '5
Address |@ htbpsff192, 168, 0,13 wewfindex findexTree. html V| Go Links *
t-a-c' SysMan Xenta g t_)/] @ l.:l
TAC Xenta

User: root
Horme  Help  Refresh  Logout
€ 12:21:08 [5ysian_LAE alarmi
= -
[=}-|C5) SysMan_LAB - —
Status C... | P... Dateand Time » Address U...  Alarm Text
W 2] 1[2008-10-03 12:19:35 [SysMan_LAB Menta.Sysman.Alarms. Alarml | |alarm 1 resetted

%) Time Objects

%) Trend Cbiects
%) Alarm Objects
) Events

29 User Administration
- () Utiliies

&] @TAC AB z007

O Internek

Now check mobiles !
All active numbers in the SysManSMS XentaAlarms. Ist Number File should receive the alert
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